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Risk
Scenario (Risk 

event)
Inherent Likelihood Inherent Impact Inherent risk Risk appetite Control measures 

Assessment 

of control 

Residual 

Likelihood
Residual Impact Residual risk Risk score motivation Management response 

Additional Mitigating 

actions

7.72 System enforcement 1. Effective

7.20 Approval / authorisation 1. Effective

7.28 Joint cross-departmental control responsibilities 1. Effective

7.67 4-eyes principle 1. Effective

2.12 Induction training 1. Effective

2.1 Bribery training/awareness 1. Effective

2.12 Induction training 1. Effective

2.1 Bribery training/awareness 1. Effective

7.20 Approval / authorisation procedures  1. Effective

7.25 signing of Code of Conduct at the start of employment 1. Effective

7.26 Annual compliance declaration 1. Effective

7.19 Segregation of duties 1. Effective

7.28 Joint cross-departmental control responsibilities 1. Effective

5.8  Committee 1. Effective

7.67 4-eyes principle 1. Effective

7.26 Annual compliance declaration 1. Effective

7.25 signing of Code of Conduct at the start of employment 1. Effective

2.12 Induction training 1. Effective

2.1 Bribery training/awareness 1. Effective

7.73 Whistleblowing channel available 1. Effective

7.67 4-eyes principle 1. Effective

7.26 Annual compliance declaration 1. Effective

7.25 signing of Code of Conduct at the start of employment 1. Effective

2.12 Induction training 1. Effective

2.1 Bribery training/awareness 1. Effective

7.26 Annual compliance declaration 1. Effective

7.25 signing of Code of Conduct at the start of employment 1. Effective

2.12 Induction training 1. Effective

2.1 Bribery training/awareness 1. Effective

5. Very likely

Identification 

12

3

6

No

Yes

No

No

No

Different controls in place both for core 
and non-core activities: negotiated 
values in systems and enforced 
segregation on duties. Some areas 
where authorizations were identified as 
an area where the risk may still be 
mitigated.

Mitigate 
Medium risk - Set up aditional 

control measures 
3. Medium 15 3. Possibly 4. High

3. Possibly 5. Extremely high 15

1. Very unlikely 4. High 4

Policies in place, communication, 
training and awareness aim to condition 
behavioural aspects together with the 
requistion and payment 
approval/authorization procedure are 
the controls in place

No further actions required 2. Unlikely 4. High 8

No further actions required 

5. Very likely

1. Very unlikely 1. Very Low 1

Procedures based on policies in place, 
communication, training and 
awareness aim to condition behavioural 
aspects together with the requisition 
and payment approval/authorization 
procedure are the controls in place. All 
the events are managed by Compliance 
and approved by Senior Management

5. Extremely high 25 3. Possibly 1. Very Low

12

Even if there are mitigation measure in 
place there are always contact between 
the supplier and procurement team. The 
process as a whole ensures that the 
impact is very low- no significant values

No further actions required 

Assessment Analysis 

Bribery & Corruption

Accepting bribes  by 

arranging overcharges  

Offering bribes  to 

regulator to make 

things  happen

During tender period - 

event, accepting 

invi tation for brand 

launch party 

Leaking confidentia l  

information in tender 

process  to receiving 

bribe

Accepting voucher for a  

5-s tar restaurant from 

suppl ier

3. Possibly 2. Low

Procedures based on policies in place, 
communication, training and 
awareness aim to condition behavioural 
aspects together with the authorization 
procedure are the controls in place. All 
the gifts are reported to Compliance and 
approved by Directors. 

No further actions required 4. Likely 3. Medium
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Risk impact & likelihood table 

5 10 15 20 25

4 8 12 16 20

3 6 9 12 15

2 4 6 8 10

1 2 3 4 5

Isolated incident and 

non-systemic 

breakdow n of internal 

controls

Isolated incident and 

non-systemic 

breakdow n of internal 

controls

Systemic breakdow n 

of internal controls 

(breach is systemic in 

frequency or time) in 1 

LP entity

Systemic breakdow n 

of internal controls 

(breach is systemic in 

frequency or time) in 

more than 1 LP entity

Systemic breakdow n 

of internal controls 

(breach is systemic in 

frequency or time)

No severe internal 

investigation required

Internal investigation Internal investigation 

required

Severe internal 

investigation(s) 

required

Severe and long-time 

internal 

investigation(s) 

required

No senior 

management involved

No senior 

management involved, 

at least 1 employee 

involved

No senior 

management involved, 

more than 1 employee 

involved

Senior management 

(e.g. MD’s, FD’s, VP’s, 

RSVP’s) involved

Senior management  

(e.g. MD’s, FD’s, VP’s, 

RSVP’s) and 

Managing Board 

involved

Local handling Local handling Handling by LPC, in 

conjunction w ith MD 

and LCO

Handling by LPC Handling by LPC/ SB

No legal action (civil, 

criminal) needed

Legal action Legal action Legal actions (civil, 

criminal) in more than 

1 LP entity needed

Severe legal actions 

(civil, criminal), 

including class actions

No disclosure to 

authorities required

Disclose to authorities, 

no follow  up

Disclose to authorities 

w ith immediate 

correction to be 

implemented

Disclose to authorities 

requiring major 

corrective action

Disclosure to 

authorities w hereby 

authorities take control

No measures against 

employees needed

Measures against 

employees

Employee(s) send 

aw ay

Senior employee(s) 

leave(s) send aw ay

LP employees and 

external parties 

involved (conspiring) 

Negligible impact on 

culture of compliance, 

employee 

dissatisfaction and 

uncertainty 

Minor impact on 

culture of compliance

Moderate impact on 

culture of compliance 

w ithin 1 entity, some 

employee 

dissatisfaction and 

uncertainty

Major impact on 

culture of compliance, 

some employees are 

dissatisf ied and leave, 

others are uncertain 

about their position 

and dare not speak up. 

Systemic 

circumventing of 

internal controls

1.Very low 2. Low 3. Medium 4. High 5. Very high 

                                                            Impact 

Li
ke

li
h

o
o

d
 &

 F
re

q
u

e
n

cy

5. Very Likely (higher 

than monthly)

4. Likely (between 

monthly and yearly)

3. Possibly (up to and 

incl once in 5 years)

2. Unlikely (up to and 

incl once in 10 years)

1.Very unlikely (less 

than once in the next 

10 years) 


